CBOJ ITPABIJI
1o 0e30macHoi pa6ore COTPYJITHUKOB OPraHOB UCIOJHUTEIbHON BJIACTH
Camapckoii 00J1acTH, rocy1apcTBeHHbIX opranoB Camapckoii 00,1aCTH, OPraHoB
MECTHOTI'0 CAMOYNPaBJIeHUs] MyYHHIIMNIAJIbHBIX 00pa3oBanuii B Camapckoi
00J1aCTH U MOJABEOMCTBEHHBIX UM OPTraHU3AIUI P UCIOJIb30BAHUN CETH
HNHTepHeT, oCylIeCTBIEHUN HHPOPMAIMOHHOI0 B3aUMO/IeHCTBHUS C CepBUCAMH
rocyJ1apcTBEHHbIX HH(POPMALNMOHHBIX CUHCTEM

1. O01ue moJIoKeHus

1.1. Hactostiumii CBoj mpaBui 1o 6e3onacHoil paboTe COTpyJHUKOB OpPraHOB
ucrnojgHuTenpHOo Biuacth CaMapckoil  00JacTH, TOCYIAapCTBEHHBIX OpPraHOB
Camapckoil o0mactd, OpPraHoB MECTHOIO CaMOYIPaBJIECHHUS MYHULUIAIbHbBIX
oOpazoBanuii B CaMapckoil 00JIacTU M MOABEAOMCTBEHHBIX UM OpraHU3aluid IpH
UCII0JIb30BAaHUU CeTH WHrepHer, OCYLIECTBIECHUHU UH(POPMAIITMOHHOTO
B3aMMOJICUCTBHS C CEPBUCAMU IOCYJAapPCTBEHHBIX MH()OPMALMOHHBIX CUCTEM (Janee
— CBox mnpaBwil, MOJb30BaTEIM) pa3pabOTaH B COOTBETCTBHM PEKOMEHAALMIMU
pemenuss Koopaunanuonnoro CoBera 1o 3auiure MHQOpPMALUKU IPU TOJTHOMOYHOM
npenctasutene [Ipesunenrta Poccuiickoit @eneparun B [IpuBomkckoMm deaepaibHOM
okpyre ot 27.04.2016.

1.2. CBog mpaBuil OCHOBaH Ha TpeOoBaHusx dDeaepanibHOTO 3aKOHA
o1 27.07.2006 Ne 149-®3 «O06 mnbpopManuu, HHPOPMAIIMOHHBIX TEXHOJOTHSIX U O
3amuTe MH(pOpManMM», HOPMATUBHBIX IPaBOBBIX akTax Poccuiickoit Penepanum,
PEryJIUpPYIOIIKUX OTHOLIEHHUS B 00JIACTH 3alIUThl UHPOPMALIUU.

1.3. Hensamu CBoJia paBul SIBISIFOTCS:

- perysirpoBaHue pabOoThI MOJIb30BATENEH MIPU UCII0JIb30BaHUN ceTU MHTepHeT
M OCYUIECTBIIEHMHM  HH()OPMALMOHHOTO  B3aWMOJCWUCTBHA C  CEpBHCAMHU
roCy/1apCTBEHHBIX UH(POPMAILIMOHHBIX CUCTEM;

- o0ecrieueHne  LEJIOCTHOCTH, KOH(PUIACHIUAIBHOCTU M  JIOCTYHHOCTH
XpaHsIencs 1 epeaaBaeMo HHGOpMAIIIK, HAXOAAIICHCS Ha aBTOMAaTU3UPOBAHHBIX
pabounx mecrax (nanee — APM) mnu j0KanbHOM BBIYMCIMTENIBHON ceTu (nanee —
JIBO);

- cobmoiearie  TpeOOBaHUN,  MPEAYCMOTPEHHBIX  3aKOHOAATEIbCTBOM
Poccuiickoii denepaliui 1 HOPMATUBHBIMYM IPABOBBIMH aKTaMU B O0JACTH 3aIUTHI

uH(popMauu.
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1.4.1lpu paGotre B ceru MHWHTepHer u UHPOPMAIMOHHBIX CHCTEMax
[I0JIb30BATENIM  PYKOBOJCTBYIOTCSI 3aKOHOJaTelbcTBOM Poccuiickoit Pexnepanum,
HOPMATHUBHBIMU  TPaBOBBIMU  aKTaMH, WHBIMH JOKyYMEHTaMH B  o0jacTu
MH(OPMAITMOHHBIX TEXHOJOTUH U Oe3omacHocTu uH(popmaiuu, a Takke CBogom
TIpaBHJI.

1.5. Jomyck monb3oBareneit st paboTel B ceTr HTEpHET OCyIIeCTBIsAETCS B
COOTBETCTBUM C HOPMATHBHBIM IIPAaBOBBIM AaKTOM OpraHa, OCYIIECTBIISIFOIIETO
MaTEPUAILHO — TEXHUYECKOE O0eCIIedeHre! COTPYAHMKOB OPraHOB UCIIOJIHUTEIBHOM
Biaactu Camapckoil o0nacTu, rocyJapcTBeHHbIX opraHoB Camapckoil o0Osiactu u
OpPraHOB MECTHOT'O CaMOYIPAaBJIEHUS MYHHUIMNAIbHBIX 0OpazoBaHuii B Camapckoi
o0nactu, B ”HGOPMALIMOHHBIX CUCTEMAX — B COOTBETCTBHH C MOJIOKEHUAMU 00 3TUX

CUCTEMAX.
2. O0mue npaBuiIa N0Jb30BaHus Ha APM

2.1. I[lonp30BaTenb OTBEYAECT 3a MPABWIBHOCTH BKIIIOUEHUS (BBIKIIOUCHMUS)
APM, BX0J1 B cCCTEMY U BCE€ JICUCTBUS MIPU pabOTE HA HEM.

2.2. APM pa3peniaeTcs UCTOIb30BaTh UCKIIOYUTEIBHO B CITYKEOHBIX LETISX.

2.3. Ilonb3oBaTenb 00s3aH  HMCKIIOYUTH  BO3MOXKHOCTH  HEOCTOPOXKHOTO
NPUYUHEHUS Bpella TEXHUYECKUM U MH(GOPMAIIMOHHBIM pecypcam.

2.4. CucreMaTuyeck OCYLIECTBIATh PE3EPBHOE KONUPOBAHHE BaKHOU
uHpopManmu, xpausieics Ha APM nonb3oBaTersi.

2.5. CucteMaTuyecKkd TPOBEPSITh OOHOBJICHHE AHTUBUPYCHOM 0asbl (Kak
OpaBUJIO, B HACTPOMKAaX aAHTUBUPYCA, YCTAHOBIEHO HUX AaBTOMAaTHYECKOE
OOHOBJICHHE).

2.6. Bo Bpemsi paboTbl 3KpaH MOHHMTOpAa KOMIIBIOTEpPA pacmojaratb B

IIOMEILIEHUU TaKUM obpazom, qTO0BI UCKJIFOUYUTH BO3MOXHOCTBH

' Jlns opraHoB rocymapctBeHHOM Binacth Camapckoil 0071acTH, B COOTBETCTBMUM C TOCTAHOBJIEHHEM
[IpaButensctBa Camapckoit odmactu ot 21.05.2009 Ne 234 «O6 yrBepkneHun [lepedHs opraHoB HCHOJHUTEIBHON
Bractu Camapckod 007acTH, OpraHM3alMI0 MaTepHabHO-TEXHHYECKOTO OOECHEeUeHUs, NESTENFHOCTH KOTOPBIX
OCYILIECTBIISICT NENapTaMeHT yrpaBleHus nenamu [ybepHatopa Camapckoit obmactu u IlpaButensctBa Camapckoit
obsactu, n Ilepeuns rocymapcTBeHHBIX opraHoB Camapckoil 00JIacTH, OpPraHH3aLUI0 MaTEPHATbHO-TEXHUYECKOTO
obecrieueHnsl NESTEIbHOCTH KOTOPBIX OCYILIECTBIISET IeNapTaMeHT yrpaBieHus aenamu ['yOepHatopa Camapckoi
obnactu u [IpaButenscrBa Camapckoil 00macTny HOPMATHBHBIM aKTOM SIBIISIETCS MPHKA3 JIEMapTaMEHTa yNpaBICHUS
nenamu ['y6epratopa Camapckoit obmactu u [IpaBurensctBa Camapckoii obmactu ot 07.12.2010 Ne 241 «O mopsinke
UCIIONBb30BaHUs CETH HHTEPHET» C N3MEHEHHUAMHU BHECEHHBIMH nprka3oM oT 07.11.2011 Ne 40m.



HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHUS C OTOOpakaeMoW Ha HeM HHpopmanmein
OCTOPOHHUMH JIMIIAMHU, IITOPHl HA OKOHHBIX MPOEMaxX MOJDKHBI ObITh 3aBEIaHBI
(>KaJIF03U 3aKPBITHI).

2.7.1lpu BpeMEHHOM OTCYTCTBHM IIOJIb30BaTeNisi Ha pabodyeM MecTe 3KpaH
MOHHUTOpA JA0JHKEH ObITh MOTYIIEH WA UCIIOJIb30BaHA HKPAaHHAs 3aCTABKA.

2.8. CobOmromath TpeboBanus napoabHoU monutuky (Pasmen 8 CBoma mpasuin).

2.9. 060 Bcex BBIABICHHBIX HAPYIICHUAX, CBS3aHHBIX C MHGOPMAIIMOHHON
0e30MacHOCTbIO, a Tak »>K€ Uil TOJY4YeHHM KOHCYJbTaUUWd 10 BOIPOCAM
uH(GOPMAIMOHHON 0€30MacHOCTH, HEOO0XOaUMO O00pamaThCsi K aJIMHHHCTPATOPaAM
UH()OPMAIIMOHHOM CceTH U (WJIM) CIIEHHAIUCTaM M0 WH(POPMAIIMOHHON 0€30MacHOCTH
COOTBETCTBYIOIIMX CTPYKTYPHBIX MOIPA3/IEICHUMN.

2.10. MUcnonp30BaTh 3JIEKTPOHHYIO NoAnuch (nanee — I1I) B cOOTBETCTBUU C
PykoBoacTBoM (mpaBuiam) mo obecnedeHuto ucnosibzoBanust DIl u cpencts DIl
BBIJIAHHBIM Y0CTOBEPSIOIIUM LIEHTPOM.

IHoab30BaTessiM 3anpeaeTcs:

2.11. OtkpsiBath Ha APM ¢aiinbl U 3amyckaTh NpOrpaMMbl, MOJYyYEHHbIE U3
HEIIPOBEPEHHBIX HCTOYHUKOB.

2.12. TlepenaBath cBOM HUIAEHTU(UKAIIMOHHBIC JaHHbIE (MAPOJHU, JIOTHHBI),
aTpuOyTHI TOCTyMA K pecypcaM HH(POPMALMOHHON CUCTEMBI TOCTOPOHHHUM JIUIIAM.

2.13. OtxiroyaTh (0JIOKMPOBATh) CPEACTBA 3AIIUTHI HH(GOPMAITUH.

2.14. IlpuBnekaTp IOCTOPOHHUX JIMI[ JUISI TPOM3BOJACTBA PEMOHTA WU
HacTpoitku APM.

2.15. Pazrnamate 06pabaTeiBaeMyto HHGOPMAIIUIO TPETHUM JIUIIAM.

2.16. KonupoBath ciy’keOHyI0 HMH(OpMANMIO Ha BHEIIHHE HOCHUTEIH 0e3
paspenieHus: pyKoBOJICTBA.

2.17. CaMOCTOSTENIbHO YCTaHaBIUBATh, TUPAXKUPOBATH, WIK MOIU(ULIUPOBATH
nporpaMMHOE 0OecIlieyeHre U amnmnapaTHoe odecreueHne, N3MEHITh YCTaHOBIICHHBIH
ANropuT™M (PYHKIIMOHUPOBAHUS TEXHUYECKUX U MPOrPAMMHBIX CPEJICTB.

2.18. HecaHKUMOHUPOBAHHO OTKPBIBaTh OOLINI HOCTYN K nankam Ha APM.

2.19. OcymectBiarh nojkiaodeHue k APM u JIBC NOCTOPOHHUX M JIMYHBIX

YCTPOUCTB (Hampumep: cMapTPoHbl, TeleQOHbI, CUMUTHIBATENU HWHOOpPMAIUH,
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u3nyyatomnue ycrpoiicrsa (Wi-Fi, Bluetooth,pamnomonemsi) u T.11.).
3. lIpaBuia nosab3oBanus B cetu UHTEpHET

3.1. Pecypcel cetu HHTEpHET TPEAOCTABISAIOTCA IOJb30BATENSAM IS
nosyyeHuss  wHGOpPMAlUMM  HEOOXOAMMON IS BBIIOJHEHHS  CIY)KEOHBIX
00s13aHHOCTEM.

3.2. Ilons30Barens 00s13aH HE IPEANPUHUMATD ITOIIBITOK
HECAaHKIIMOHUPOBAHHOTO JOCTyna K HH(POPMAIMOHHBIM pecypcaMm, JAOCTyln K
KOTOPBIM €My OI'paHUYEH.

3.3. [lonb30BaTenb MOKET NOCEHIaTh TOJBKO TE€ PECYpPChl, COJEpPIKAHUE
KOTOPBIX HE NPOTHBOPEUMUT 3aKOHOAATeNnbCcTBY Poccuiickoin ®enepauuu, a UEb
MOCEIICHUS TIOJDKHA OBITh CBSI3aHA C €ro CITY)KeOHOU eI TeTbHOCTBIO.

3.4. BuumarensHo HaOWpaTh HMEHA CalTOB, OCOOCHHO Ha KOTOPBIX
npoBOASTCS (uHaHCOBBIC omeparuu. [lognenbHble CalThl MOTYT MMETh OTIUYHUE
JaKe OJHOTO 3HAaKa WM TOT € BHUJ, YTO M OpUTMHANIbHBbIC. Takue callThl MOTYT
colepKaThb HEBUJIUMMBbIE OOJACTH, Ha)XKaTME HA KOTOPbIE MOXKET NPHUBECTH K
3apaxkeHnto APM  BpeJOHOCHBIMM MpOorpaMMaMH WM [E€pEHANpaBieHUE Ha
3apakeHHbIe caiiThl. bonee 6e3omacHO He HAOWpaTh BPYyUHYI0O HAMMEHOBAHUE CaMTa,
a TI0JIb30BATHCS 3apaHEE CHICJIAHHBIMU 3aKJIAIKAMH.

3.5. B Hacrosiee BpeMsi KUOEPHPECTYMHUKH CO3/AaI0T MOJJIEIbHBIC CANThI
sax00b1 11 oruiatel mrpador 'MBJIJ] nin odhopmieHus 3asiBKM Ha KPEIUT U JIPYTUX
neneii. Ha He mnpoBepeHHBIX caillTax BBOJA KOH(PUIACHIUAIBHBIX JAaHHBIX HE
pekoMeHayerTcsi!

3.6. Kareropuyeckn  3ampeilieHO  HMCIOJb30BaHWE Il CIY>KEeOHOM
NEATeNIbHOCTY HMHOCTPAaHHBIX HMHTEpHET-CEepBUCOB CUCTEM OOMEHAa MIHOBEHHBIMU
coobmeHnusiMu, TosiocoBori u BuaeomHdopmanmeit (ICQ, QIP, Jabber, Viber,
Whatsap, Skype u T.1.), obmaunbix cepBucoB xpaHenus uH@opmaruu (iCloud,
Google Drive, Dropbox u T.1.).

3.7. Ilonb30BaTemnsiM 3anpeiiacTcs:

- UCTI0JIB30BAaTh JIOCTYI K CeTH MIHTEpHET B TUYHBIX LIEIIAX;

- IIOCCIIATh JOCYT'OBO-PA3BJICKATCIbHBIC CaﬁTBI;



- ICIIOJIB30BaTh JOCTyn K cetu VHTepHET [ pacupoCTpaHEHUs W
TUPAKUPOBAaHUS HMHPOpMALMM, KOTOpas HalpaBieHa Ha IMpolaraHay BOWHBI,
pa3XUraHue HAUMOHAJIBHOM, PACOBOW WJIM PEIUTMO3HOM HEHABUCTU U BPAXKIBI, a
TakKe MHOW MH(OpMalLINH, 32 paCIpOCTPaHEHUE KOTOPOU MPeayCMOTpeHa YroJoBHasl

WM aIMUHUCTPATUBHAS OTBETCTBEHHOCTb.
4. IlpaBuia padoThl € 3JIEKTPOHHOM MOYTOM

4.1. lns ciay>ke0HOM eaTeTbHOCTH HEOOXO0UMO HCIOIb30BaATh_JJIEKTPOHHYIO
noutry naomeHa I[lpaButensctBa Camapckoil «samregiony», IOYTOBBIE CEpBEpPA
rocyapcTBeHHbIX ~ opraHoB  Camapckoil ~ 00acTH,  OpPraHOB  MECTHOTO
CaMOYTIpaBJiCHUsI MYHHUIMNAIbHBIX oOpa3zoBanuid B Camapckoid oOnactu
[I0JIBEIOMCTBEHHbIX MM oOpranuzanui. Mcmosb3oBaHMe HMHBIX 0O0LIEJOCTYIHBIX
MOYTOBBIX CEPBHCOB JOUKHO OBbITH HMCKJIWYeHO. lcnonb3ys oOmienoctynHbie
[IOYTOBBIE CEPBUCHI BbI CO3HATEIBLHO MPEIOCTABISIETE NEPEAABAEMYIO HHPOPMALIKIO
3TUM CEpBUCAaM M OHAa MOXET OBbIThb JOCTyNHa TpeThuM julam. Karteropumueckm
3anpeleH0 MCNoJb30BaHNe WHOCTPAHHBIX MOYTOBBIX CEPBHCOB 3JIEKTPOHHOM
nouthl (Gmail, Yahoo u T.1.) 115 city>keOHOM JeSTETbHOCTH.

4.2. 1lpn mnony4eHUM OHIIEKTPOHHOIO IHCbMA C BIIO)KEHHEM HEOO0XO0AMMO
BHMMATEIbHO ITIOCMOTPETh aJpec OTHpaBuTesid. B ciydae, eciaum 3TOT anpec
HEM3BECTEH, WJIM OTJIMYACTCS OT PEAJbHOTO XOTSA OBbl OAHMM 3HAKOM, OTKPBITHE
BJIO’)KEHUM TaKUX MHCEM He 0e30MacHo, MOCKOIbKY MOTYT COJEpkKaTh BPEAOHOCHBIE
IPOrPAMMBI.

4.3. B nocnennee Bpems 3auKCHpPOBAaHA pacChbUIKa Ha 3JEKTPOHHBIE ajpeca
MoJib30BaTeNie, a Takke Ha OQUIMaIbHbIE IOYTOBBIC SAIIMKH OPraHoB
UCIIOJIHUTENBHOM BiacT CaMapckoi 00J1aCTH U OPraHOB MECTHOT'O CaMOYNPaBIICHUS
MYHULIMNIATBHBIX 00pa3zoBaHuil B Camapckoil 00JacTH, BO BJIOXKEHMH K KOTOPBIM
colepKarcsi BpelOHOCHbIe (Dailibl TUma «AKTBI CBEpKuU.zipy, «Kommepueckoe
npeqioxenue.zipy, «CynedHoe Tpou3BOACTBO.ZIP», C Pa3IMYHBIMH TpapuuecKuMu
u300paxkeHusMHu. Takue  BIOXKEHMs, Kak TMPaBWIO, COJEPXKAT  BUPYCHI-
mudpoBansiuku (Trojan.Encoder), koTopble UMUTHUPYIOT 3aBUCAHHUE OTIEPAIMOHHOMN

cuctemMbl Windows kommbploTepa ©u MHUGPYIOT JOKYMEHTBHI TOJB30BaTEled C
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pacmmmpenusmu  *.doc, *.xls, *.pdf, *.txt, *jpg, *.tif, *.rar, *.zip m apyrummu,
HEKOTOpHIE MepeiatoT (BOPYIOT) HH(OPMAIIMIO HA CTOPOHHUE CepBepa.

Bupychl-mugpoBaabuiuku He  ompenesiiTcs AHTHUBUPYCHBIMH
NnporpaMMaMu B MOMeEHT 3apaxkenusi APM.

4.4.1lpyu mnonydyeHHUH TMHChbMAa OT HEU3BECTHOTO ajpecara, HEOOXOAUMO
CBS3aThCS C HCIIOJIHUTENIEM ¥ YTOYHUTH TPOUCXOXIeHue (QaitioB. B ciydae
HEBO3MOXXHOCTH YCTAHOBUTH MPOUCXOXKICHUE MUCbMa, HEOOXOIMMO €ro YIalIUTh, HE
COXpaHSS U HE 3amycKasi MpUJIoKEHHbIE (alIbl.

4.5. 3anpenaercsi nepeaaBaTh MHGOPMAIMIO OTPAHUYEHHOTO JIOCTYyMa 4Yepes
cetb HTEpHET (B TOM YHCIIe MOCPEACTBOM JIEKTPOHHOM MOUYTHI) O0€3 HUCTOIb30BAHMS
CPEICTB 3alIUTHl HHPOPMAIIH.

4.6. 3anpeniaeTcs OCYLIECTBIISATh MAacCOBBIE PACCBUIKM 3JIEKTPOHHOM IOYTHI
HecnyxeoHoro xapakrepa (CITAMa).

4.7. Heo0x0oa1M0 CBOEBPEMEHHO OYUIIATh CBOW MOYTOBBIN SIITUK.

5. IIpaBuJia m0/1b30BaHUA FOCYAAPCTBEHHBIMM U MYHUIIUNIAJILHBIMU
HHGPOPMALMOHHBIMHU CHCTEMAMH

5.1. APM, wucnonb3dyembie nisi  paboOThl €  TOCYIAapCTBEHHBIMH U
MYHULUNATBHBIMU UHpOpMaImoHHbIMU cucteMamu (fanee — ['IC u MUC) nomxHb
COOTBETCTBOBAaTh TPEOOBAHUAM, U3JI0KEHHBIM B JIOKYMEHTAIlUU COOTBETCTBYIOLIUX
I'MC u MUC.

5.2. llepen Hauwamom pabotet B I'MC u MMUC mnons3oBaTenu JOJKHBI
O03HAKOMUTbCS ¢ TpaBuiaamMu pabotel B cootBerctByrommx [MC u MUC

(MHCTPYKIIMSAMH TI0JIb30BATEIISIM).

6. IIpaBuiia padoThl B ABTOMATU3UPOBAHHOI HHGOPMALIMOHHOI cuUcTeMe
JAOKYMEHT0000p0Ta U AeJONPON3BOACTBa B AAMuHucTpanun I'ybepHaTopa
Camapckoii o0s1acTh, cexkperapuare Ilpasureascrea Camapckoii o0J1acTu U
OpraHax UCHOJHHUTEJIbHOM BjIacTH Camapckoil 001acTu

Pabota B aBTOMAaTU3UPOBAHHOMU MH(OPMATMOHHOU CUCTEME
JTOKyMEHTO0OOpoTa u nenonpousBojctBa (manee — AUC /) AaMuHHCTpanuu
I'y6epnatopa Camapckoit o6nactu, cekperapuate IlpaBurenbctBa Camapckoii

o0nacTu 1 opraHax UCIOJHUTENBHON BiaacTh Camapckoi 00J1acTH OCYIIECTBIISIETCA C
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IPUMEHEHUEM DJJIEKTPOHHOM IIOAIMCH, B COOTBETCTBUM C IpuioxkeHueM Ne |
«MHCTpYyKIIMK 10 AENONpPOU3BOACTBY B Anmunuctpaiuu ['ydepuaropa Camapckoit
obnmactu, cekperapuare IIpaButennctBa Camapckoil o0jacTu W OpraHax
ucroaHuTeIbHONH BiactTh Camapckod 00JIacTH», YTBEP)KICHHOW PpacIOpsIKCHHEM

I'y6epnatopa Camapckoii obsactu ot 29.04.2013 Ne 234-p.
7. IIpaBu/ia aHTUBHPYCHOM 3alUTHI

7.1. Ins  obecrnieueHusi aHTUBUPYCHOW 3alIUTHl JIOJDKHO HCIIOJIB30BATHCA
CepTUPUIMPOBAHHOE JTUIEH3MOHHOE aHTUBUPYCHOE IPOrPAMMHOE 0OEeCTIEUeHHE.

7.2. SlpnbIK aHTUBUPYCHOW MPOTPaMMBbI, KaK MPaBHUIIO, HAXOAUTCS B 00JIacTu
YBEJOMJICHUS WJIM Ha BKIAJKE «OTOOpa)kaTh CKPBIThIe 3HAUKW» (HMKHHUI TPaBbIii
yTOJl 9KpaHa).

7.3. Ilonp3oBatenu mpu pabOTe C BHEIIHUMH HOCUTEISIMU HH(pOpMaNUu
00s13aHbl Mepe]] HayajaoM paboThl OCYILIECTBUTh UX MTPOBEPKY HA MPEIMET OTCYTCTBUS
KOMITbIOTEPHBIX BUPYCOB.

7.4. OOHOBNIEHUE AHTHUBUPYCHOM MPOrpaMMbl, Kak MPaBUIIO, MPOU3BOJUTCSA
ABTOMATHYECKHU, B IPOTUBHOM CJIyuyae HEOOXOJIUMO OOPATUTHCS K aIMUHUCTPATOPY
JIBC.

7.5. lleppoanueckoe TECTUPOBAHHUE BCETO YCTAHOBJIEHHOIO IPOrPAMMHOIO
obOecrieueHus: Ha MPEIMET KOMIBIOTEPHBIX BUPYCOB MPOU3BOAUTCS aBTOMATHUUYECKHU.
[Tonnyto mpoBepky APM HeoOXoauMO TPOBOIUTH MPU YCTAaHOBKE AHTUBHUPYCHOM
pOrpaMMbl, B CITydasiX MOJIO3PEHUS 3apaKeHueM, nepruoauuecku 1 — 2 pasza B roj.

7.6. B cnyuae oOHapyXeHUs TOJO3PUTEIBHBIX MpOrpaMM cpadaThIBaeT
AHTUBUPYC U HEOOXOJAMMO MPEKPATUTH Kakue-Tnoo aeicteust Ha APM u oOpatutbes
Kk agmunuctparopy JIBC.

7.7.B caydae oOHapyXeHHs BHpyca, HE IOJJAIOMICTOCsS JICUCHHIO,
agmunuctparop JIBC, oTBeTCTBEHHBIN 3a obecrneueHre 6e30nacHOCTU MHPOPMALIHH,
MPUHUMAET MEPHI TI0 BOCCTAHOBJICHUIO PA0OTHI CHCTEMBI.

7.8. Bupychl-mu@poBaibiiKu HE ONPEEIAOTCS AHTUBUPYCHBIMU
IpOrpaMMaMu B MOMEHT 3apakeHuss APM.

7.9. B Tex cnyuasx, korga 3apaxxeHue Bupycom APM Bce-Taku MpOU301LIO,



HEO0OXO0IUMO:

- HEMEJJIEHHO OTKJIIOYUTHh KOMIIBIOTEP [IJIsl OCTAHOBKHU JIEUCTBUI BPEIOHOCHOM
OporpaMMbl U HE BKJIKOYATh KOMIIBIOTEP C 3allM(PPOBAHHBIMU JAHHBIMH, T.K. BO
BpeMsl BKJIIIOUYEHUW M TIEpe3arpy30K MPOUCXONAT H3MEHEHUs (HaloBOW CHUCTEMBI
KOMIIBIOTEPA;

- HE MBITAaThCS CAMOCTOSITENIBHO U3MEHSATh PACIIMPEHUs 3apaKeHHbIX (haiijIoB,
a TaKXke ynajusaTh Jr0bie (ailibl ¢ pabodero KOMIbIOTEpAa M DIIEKTPOHHBIC
COOOIICHUS;

- 00paTUTbCsl K JODKHOCTHOMY JIMIly, OTBEYAIOIIEMy 3a YCTAHOBKY
AHTUBUPYCHBIX MporpamM, obecredeHue Oe30MacHOCTH HHQPOpMAllMUd B CBOEM
CTPYKTYPHOM NOJPa3/IEIICHNH;

- 00paTUTbCST K TEXHUYECKUM CHEHUAINCTaM M0  HH(POPMAIMOHHBIM
TEXHOJIOTUAM, 00CITyKMBaIOLIMM Ballly BEIYMCIUTEIbHYIO TEXHUKY;

- 00patuTbcad B CHOyKOy TEXHMYECKOW MOJAECPKKH YCTaHOBIEHHON y Bac
AHTUBUPYCHOW IMPOrpaMMbl M COBMECTHO C HHUMH MOIBITAaTbCS BOCCTAHOBUTH
yTpayeHHY10 UH(OPMAIHIO.

[To undopmanuu npousBogUTENECH AHTHUBUPYCHBIX MPOTPAMM BO3MOXKHOCTH
BOCCTaHOBJICHHS] HHPOPMAIIMK — MUHUMAJIbHA, T.K. KaX0€ BPEJJOHOCHOE COOOIICHHE
COJICPKUT MHAUBU Ty aNIbHBINA (paiia-mndpoBaIbIIiK.

HamomunaeM 0 HeoOXOJMMOCTHM TPOBEACHHS PETYJISAPHON MPOLETYpHI
PE3epBHOTO KOMHMPOBAaHMS BCeW BakHOU paboueit mHbopmammu APM, T.k. 31O
MO3BOJIUT OBICTPO BOCCTAHOBUTH Baimim gaHHBIE B Cllydae WX MOBPEXKICHUS
(3apaxkeHus)!

8. [IapoJbHas MOJIUTHKA

8.1. Unentudukanus v npoBepka MOJJIMHHOCTH TOJB30BaTelNs MPU BXOJE B
APM, uHpOpMAIIMOHHYIO CHUCTEMY MOXET OCYIIECTBIATHCS MO MapoJi0 YCIOBHO-
MIOCTOSIHHOTO JIEUCTBHSI, C UCIOJIb30BaHUeM amnmnapatHbix cpenactB (TouchMemory u
ap.), ¢ ucnoiabzoBanuem Ol1.

8.2. IlosHas mtaHOBas CMEHa IapoJIeH IOJIb30BATENEN NOJKHA MPOBOIUTHCS
peryisapHo (He pexe 1 pasza B 3 mecsua).

8.3. BHeruiaHoBasi cMeHa JMYHOrO Napojs WM yAAJIEHWE YYETHOW 3alucu

MOJI30BATEII B Cly4ae MPEKpalleHUs €ro MOJHOMOYMH (YBOJIbHEHUE, MEPEX0] Ha
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Ipyryro padboTy M T.N.) JODKHA HMPOU3BOAMTHCS HEMEMJIEHHO I10CJIE OKOHYAHMS
MOCJIETHETrO ceaHca paboThl IAaHHOTO MOJIH30BATEINS C CUCTEMOM.

8.4. B ciyuae kommpomeranuu (yTpaThl, pasrjialleHus, Kpaxu, B3JIOMa)
JMYHOIO MapOJIsl MOJB30BATENb JTOJKEH HEMEIJIEHHO NPEIIPUHATE MEPhI 110 CMEHE
napoJsi.

8.5. XpaHeHue moJIb30BaTENIeM 3HAYEHUM CBOMX NApOJIEd HAa MaTepUalIbHOM
HOCHTEJIE JOMYCKAETCs TOJIBKO B JIMYHOM, 3alUPAEMOM suKe (ceide).

8.6.1lpu  BBOAE mapojisi  TMOJB30BATENIO  HEOOXOAUMO  HMCKIIOYHUTH
IIPOU3HECEHUE €ro BCIYX, BO3MOXXHOCTb €ro IOJACMAaTPUBAaHUS IOCTOPOHHHMHU
JUIIAMU M TEXHUYECKUMM CpEACTBAaMHU (CTAllMOHAPHBIMM M BCTPOCHHBIMH B
MOOWIbHBIE TeNne(OHBI BUCOKaMEpaMu | T. 11.).

8.7. [IpaBuna ¢hopMHUpOBaHUS TAPOJIS:

8.7.1. ITaponb JOJKEH COCTOATH HE MEHEE YEM M3 BOCBMH CUMBOJIOB.

8.7.2. B mapone IOomKHBI IPUCYTCTBOBATh CUMBOJIBI TPEX KAaTErOPUN M3 YUCia
CJIEIYIOLIUX YEThIPEX:

- IPONKCHBIE OYKBBI aHTTIMHCKOro andaBuTa oT A 10 Z;

- CTpOUHbIe OYKBBI aHTJIMMCKOTO aipaBuTa OT a JI0 Z;

- udpst (ot 0 10 9);

- CHMBOJIbI, HE TIpUHaANexamue anpaBuTHO-UM(POBOMY Habopy (Hampumep:
1S, #, %).

8.7.3. Ilaponb HE MOXKET coAepKaTh UMs yueTHOM 3anucu [lonp3oBarens unu
KaKyr-JIM0O0 €Tro 4acTh.

8.7.4. Ilaponp He MOJDKEH BKIIIOYATh B C€0s JIETKO BBIYMCISIEMbIE COYETAHUS
CHUMBOJIOB, POCTHIe maponu tuma «123», «111», «qwerty» n uM momoOHbIE, a TaK ke
®UO wm patel pOXKIAECHHS CBOM M CBOMX POJCTBEHHUKOB, KIHWYKH JIOMAalIHUX
KUBOTHBIX, HOMEpa aBTOMOOWIIEH, Tele(OHOB W Apyrue Mnaposid, KOTOpPble MOTYT
OBITH TTO00PaHBI, OCHOBBIBASICH HA HH(POPMAIIMH O TIOJIb30BaTEIe.

8.7.5. He ucrnonps30BaTh B Ka4eCTBE MapoJisi OJUH U TOT K€ MOBTOPSIOLIMICS
CUMBOJI JJUOO MOBTOPSIONIYIOCS KOMOMHALIUIO U3 HECKOJIBKUX CMMBOJIOB (Harpumep,
«aaaaaaaay).

8.7.6. He wucmoinp30BaTh B KauyecCTBE ImapoJjAa KOM6I/IHaLII/IIO CHMBOJIOB,
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HaOupaeMbIX B 3aKOHOMEPHOM MNOPSIIKE Ha Ki1aBuatype (Hanpumep, 1234567 u 1.11.).

8.7.7. He ucnonb30BaTh paHee UCIOJIb30BAHHBIE MApOIIH.

8.7.8.1Ipu cMeHe mapoyii HOBOE 3HAYEHUE JOJDKHO OTJIMYATBCA OT
IpEeAbIIYIIErOo HE MEHEE YeM B 4 MO3ULIMSIX.

8.7.9. Bo BpeMs BBoja mapojii HEoOXOAUMO YOEAUThCSA, UTO KiaBUATypa
HAXOJUTCS BHE MOJISI 3PEHHS] MOCTOPOHHUX JIMI[, & TAKXKE TEXHUYECKHX CPEJICTB
(Bumeokamep, (poroarmaparos).

8.7.10. He ucnonb3oBaTh OJAMH MapoJib B pa3HbIX HHHOPMAIIMOHHBIX pECypcax.
9. OTBercTBeHHOCTH IlosIb30BaTE 51

[Tonp30oBarenu HECYyT NEPCOHAIBHYK) OTBETCTBEHHOCTH 3a CBOM JCHCTBUS B
NepuoJ OCYIIECTBICHUS HHPOPMAIMOHHOIO B3aMMOJICUCTBUSL C HCIOJIb30BAHHEM
APM;

3a HapyumieHue Hacrosmero (CBojga mnpaBuW, TOBJIEKIIEE HEMPABOMEPHOE
YHUYTOXKEHUE, OJIOKMpOBaHWE, MOAMUGPUKAIMIO JTUOO KOMHUPOBAHHE OXPAHIEMOM
3aKOHOM HH(OpMalKU, HapylieHue padoThl rOCYJapCTBEHHBIX HHOOPMAIMOHHBIX
cucteM u pecypcoB, APM mnonb3oBarens Moxer ObiTh oTkitodeH ot JIBC no
BBISICHEHUSI 00CTOSATEIHCTB HAPYIIICHUS.

Hapymenue TpebGoBanuii 3akoHomarenbcTBa Poccuiickori  denepanuu
00 nHpopmaruu, HHGOPMAIIMOHHBIX TEXHOJOTHIX W O 3aluTe WH(pOpMAIUU BICUET
3a cOo00M JMCUUIUIMHAPHYIO, TPakIaHCKO-NPABOBYIO, AIMUHUCTPATHUBHYIO WIH
YIOJIOBHYK0 OTBETCTBEHHOCTh B COOTBETCTBUM C 3aKOHOJATEIBLCTBOM PoOcCCUUCKOU

denepanum.



