NudopmanuonHass naMATKA 1Sl 00y4aOIIUXCH IJIsl pa3MelleHusl Ha 0puIuaIbHbIX
HNHuTepHeT-pecypcax
C KaXIbIM TOJIOM MOJIOJIC)KH B WHTEPHETE CTAHOBUTHCS OOJbBINE, a MIKOJBHUKU OJHU U3 CaMbIX
AaKTUBHBIX ITOJIb30Baresied PyHera. Mexay TeMm, NMOMHUMO OrPOMHOIO KOJIMYECTBA BO3MOKHOCTEM,

MHTEPHET HECeT U MPoOJieMbl. JTa MaMsITKa JOJKHA MOMOYb TeOe 0€30MacHO HaXOAUThCS B CETH.
Komnviomepnuie eupycol

KoMImiploTepHblii BUpPYC - 3TO pa3HOBUIAHOCTb KOMIIBIOTEPHBIX IIPOrpaMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOU SBISIETCA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B J0moMHEeHne K 3TOMY, BUPYCHI
MOTYT IOBPEIUTh WX NOTHOCTBIO YHUUTOXKUTE BCe (Daiiiibl M JaHHbIE, IOAKOHTPOJIbHBIE T0JIb30BATEIIO,
OT MMEHH KOTOpOro Oblla 3alyllleHa 3apak€HHAas OporpaMma, a TaKKe I[OBPEIUTh WM JlaXe
YHUYTOKUTH OINEPAIIOHHYI0 CHUCTeMYy cO BceMHu (aiulamu B menoMm. B OonpmMHCTBE CcitydaeB
pacrpoCTpaHsIOTCs BUPYChI YEpe3 UHTEPHET.

Memoowi 3auumul om 6pe0oHOCHbIX NPOSPAMM:

1. Hcnonp3yii coBpeMEeHHbIE ONEpallMOHHbIE CUCTEMBbI, UMEIOIINE CEPhE3HBIN YPOBEHB 3aIUTHI OT
BPEIOHOCHBIX MPOrpaMM;

2. TlocTostHHO ycTaHaBIMBaK mauTH (LHU(PPOBBIEC 3aIUIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCA C LEJIbI0 JOPa0OTKU IPOrpaMMBbl) U Ipyrue oOHOBJICHUS CBOEH ONepaluoHHON
cucteMbl. CkaunBail UX TOJIBKO ¢ ouIHaIbHOrO caifta padpadorunka OC. Ecnu cymecTByeT pexxum
aBTOMaTUYEeCKOTO OOHOBIICHHS, BKJIIOUH €T0;

3. PaOoraii Ha cBO€M KOMIBIOTEPE MO IPaBaMH TOJIb30BaTENs, a HE aIMUHHUCTpATOpa. JTO He
MIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX TPOTPAMM MHCTAJJIMPOBATHCS Ha TBOEM IEPCOHATBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE IPOrPAMMHBIE IPOTYKTHI U3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKHUM OOHOBIIEHHEM 0a3;

5. Orpannub (pU3NYECKUI TOCTYN K KOMIIBIOTEPY AJIsi IOCTOPOHHUX JIUILI;

6. Hcrnonb3yit BHEIIHUE HOCUTETN HH(POPMAIMU, TaKUe Kak (IIelIKa, TUCK WiK (aiii U3 HHTepHeTa,
TOJIBKO U3 TIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEPHBIE (Pailsibl, MOTy4YE€HHbIE U3 HEHAAEKHBIX UICTOYHUKOB. Jlaxe Te

¢daitnpl, KOTOpbIe MpUCIal TBON 3HAKOMBIN. Jlyulie yTouHu y HEero, oTIpaBIisi JIU OH TeOe UX.
Cemu WI-F1

Wi-Fi - 50 He Buj nepenadn TaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb Opena, Mapka. Eme B 1991
rOAy HHUJEpIaHCKas KoMmaHus 3apeructpuposana opern «WECAY, uTo 06003Ha4ano ciioBocodeTaHmne
«Wireless Fidelity», koTopbrit mepeBoaUTCS KakK «OSCIPOBOIHAS TOYHOCTY.

Jlo Halero BpeMeHu Joliia ipyrasi abOpeBruarypa, KOTopasi IBJISIeTCs TAaKOH )K€ TEXHOJIOTHEH. ITO

abopesuatypa «Wi-Fi». Takoe Ha3BaHME OBUIO TAaHO C HAMEKOM Ha CTaHAapT BBICIIUIT 3BYKOBOM



texuuku Hi-Fi, 4To B mepeBoie 03HaYaeT «BLICOKASt TOYHOCTH.

Ja, OGecruiaTHBIN HHTEPHET-A0CTYII B Kade, OTeNsIX 1 a3poropTax sSBISETCS OTIMYHON BO3MOKHOCTBIO
BBbIX0JIa B MHTEpHET. HO MHOTHE SKCIepThl cUnTaroT, 4to odmenoctymnubie Wi-Fi cetu He siBistoTes
0€30IMMaCHBIMH.

Cosemwi no 6ezonacnocmu pabome 6 oowedocmyntulx cemsx \Wi-fi:

1. He nepenaBaii cBoo nunHyto wHpOpMaIuio yepes odmenocrymnusie Wi-Fi cetn. Paboras B HuX,
kKeaTeJIbHO HE BBOJAUTH NAPOJIU IOCTYIA, JOTUHBI U KaKHUE-TO HOMEPA;

2. HVcrnonw3yii 1 OOHOBIISI aHTUBUPYCHBIEC TIPOTPaMMBbI U OpaHiMayep. Tem caMbIM Tl

oOe3omacuib cedst OT 3aKaYKK BUPyca Ha TBOE YCTPOHCTBO;

3. Tlpu ucnonszoBanuu Wi-Fi otkiaroun ¢ynknuio «O0muii 10Ty K (haiiiaM 1 IpuHTEpam».
JanHass QyHKIUS 3aKPhITAa IO YMOJTYAHUIO, OJTHAKO HEKOTOPHIC TOJIH30BATECIN AKTUBHPYIOT €8 st
ya100CTBa UCIOJI30BaHUS B paboTe Uin yueoe;

4. He ucnons3yii nyonuunsii WI-FI mist nepenaun TuyHbIX 1aHHBIX, HAPUMED VIS BBIXO/A B
COITMAIIbHBIC CETH WJIM B 3JICKTPOHHYIO TIOYTY;

5. Hcnons3yii Tosbko 3amuiieHroe coeauaenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-apeca BBoAM MMEHHO «https://»;

6. B moOwibHOM Tenepone otkmoun  pyHknuio  «[logkmouenne k  WIi-Fi
aBroMatndeckuy». He momyckaii aBToMaTH4eCcKoro MojKIFoueHUs ycTpoiicTBa k cetsim Wi-Fi 6e3 TBoero

corjiacus.
Couuaﬂbnbw cemu

ConuanbHble CETH aKTUBHO BXOJST B Hallly KU3Hb, MHOTHE JIFOAU pabOTalOT U )KUBYT TaM IOCTOSHHO,
a B Facebook yxxe 3apeructpupoBaH MUIUTHAP/T YEIIOBEK, YTO SBIISCTCS OHOM CEIbMOM BCEX JKUTEINCH
Tu1aHeTbl. MHOTHE MoJIb30BaTeNM He MOHUMAIOT, YTO HH(POPMALUS, pa3MELIeHHas UMU B COLIUAIBHBIX
CeTsIX, MOXKET ObITh HaliJIeHa U UCIOJIb30BaHa KEM YIOJIHO, B TOM YHCJIE HE 00s3aTeNbHO ¢ OlaruMu
HaMEpEHUSIMU.

OcHogHule cosembl no 6€30NACHOCIU 8 COYUANbHBIX CEMSX:

1. Orpanunub cuucok Jpy3ei. Y Teds B Jpy3bsAX HE JOJKHO OBITh CIyYaWHBIX U HE3HAKOMBIX
JTIOJIEH;

2. 3ammmai cBOIO 4acTHYIO XnW3Hb. He yka3biBaii mapomu, TenedoHsl, axpeca, 1aTy TBOETO
POXKJICHUS U APYTYIO JTUYHYIO HHPOPMAIUIO. 3T0YMBIIIJIEHHUKNA MOTYT UCIOJIb30BaTh J1aKe
uH(}OopManKo 0 TOM, KaK Thl U TBOM POJUTEIH IUIAHUPYETE NMPOBECTU KAHUKYIIbI;

3. 3ammiai CBOI permyTaIrio - ACPKH €€ B YUCTOTE | 3a/1aBail cede BOIPOC: XOTEN OBI ThI, YTOOBI
JpyTHe MoJIb30BaTeNId BUJIENH, YTO ThI 3arpyxaemib? [logymaii, npexae yeM 4To-To OnyOJIMKOBaTh,
Hanucarhb U 3arpy3uTh;

4. Ecnu Tbl TOBOPHUILB C JHOAbMHU, KOTOPHIX HE 3HACIIb, HE UCIIONIb3YH CBOE pEaIbHOE UMS U IPYTYIO

JUYHYIO0 MH(pOpMAIUU: UMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U  IpoYee;



5. H30eraii pasmemenus pororpaduii B UHTEepHETE, T/1€ THI M300pakeH Ha MECTHOCTH, 110 KOTOPOM
MOYKHO OIPEJIEITUTh TBOE MECTOIOJIOKECHNE;

6. Ilpu peructpauuu B COUMAIBHOMN c€TH HEOOXOANMO UCIIONB30BATh CIOXKHBIE ITAPOJIH, COCTOSIIIUE U3
OyKkB ¥ U(p U ¢ KOTMIECTBOM 3HAKOB HE MEHEeE §;

7. 1y cCOUMalIbHOM CETH, TIOYTHI U APYTUX CAUTOB HEOOXOMMO HCIIOJIb30BaTh pa3Hbie mapoiu. Torma

ecii Te0sl B3JIOMAIOT, TO 3JI0YMBINUICHHUKH TOTYy4YaT JTOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE
cpasy.
Dnexkmponnvie deHvU

DJNEeKTPOHHBIE AEHBI'M — 3TO OYEHb YJ0OHBIHN c110CO0 MIaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTAT IOJIy4YUTh 3TH JEHBIU.

DNEKTPOHHBIE IEHBI'H MOSIBUJIMCH COBCEM HEIABHO U MMEHHO M3-3a 3TOI'0 BO MHOTUX IOCY1apCTBaxX
JI0 CUX IIOp HE IPOIMCAHO IIPO HUX B 3aKOHAX,

B Poccun xe OHM QyHKIHMOHUPYIOT U O HUX YK€ IPOMKUCAHO B 3aKOHE, I/l UX Pa3/elsaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paszpelaeTcsi IPOBOUTH olepauu 0e3 HACHTU(PUKAIIMH 0Ib30BaTels, a4 B HEAHOHUMHBIX
UACHTU(UKALUH [10JIb30BaTENS SBISETCS 0053aTENbHOI.

Taxoke cnenyer pa3iauyarh 3J€KTPOHHbIE (PMATHBIE AEHBIU (PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM) U
AJIEKTPOHHbBIE He(UAaTHBIE ICHBI'H (HE paBHBI TOCYIapCTBEHHBIM BATIOTaM).

OcnosHvie cosemul no be3onachot pabome ¢ 1eKMPOHHLIMU OCHLAMU:

1. TlpuBsbku K cueTy MOOUIIBHBIN TenedoH. ITo camblil yA0OHBIN U OBICTPBIN CIOCOO BOCCTAHOBUTH
JOCTYM K cueTy. [IpuBs3anHbiii TeIePOH MOMOKET, €Clid 3a0y/Ie1b CBOM TUTATEKHBIN MapOoJIb UITH
3aiiIellb Ha CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yii ogHopasossie napoiu. [locie nepexoaa Ha yCHIIEHHYIO aBTOpU3ALMIO TeOe yxkKe He
OyZeT yrpo’kaTh OaCHOCTh Kpa)ky WJIM TIepexBaTa IJIaTeXHOT0 HapoJs;

3. BwiOepu cioxubIil mapons. [IpecTymHrkam OyaeT He MPOCTO yrajaaTh CIOXKHBIA MMapob.
HanexHble maponu — 3T0 Mapoiy, KOTOpbIe coJepkKaT He MeHee § 3HAKOB U BKIIOYAIOT B ce0s
CTPOYHBIE U MPOINHUCHBIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB, TaKHE KaK 3HAK JoJu1apa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK 1 T.11. Hampumep, $tRONQ!;;

4. He BBOJM CBOM JTUYHBIC JaHHBIC HA CAlTaX, KOTOPHIM HE JOBEPSCIIIb.
dnekmpounan nouma

DNEeKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U NMPEAOCTABIISIEMBIE €10 YCIYTH 110 NEPECHUIKE U
MOJIYYEHUIO 3JIEKTPOHHBIX COOOLIEHHH, KOTOPBIE paclpeesitoTCsl B KOMIBIOTEpHOU ceTu. OOBIYHO
3JEKTPOHHBIN MOYTOBBIN AIMK BBITTIAAUT CIEIYIOLUIUM 00pa3oM;
UMs_TIOJb30BaTeNsA(@uMs_aoMeHa. Takke KpoMe nepeaadyn MpocToro TeKCTa, MMeeTcss BO3SMOXKHOCTh

nepenaBaTh (aiibl.



OcHosHble cogemul no be30nacHol pabome ¢ 21eKMPOHHOU NOYMOIU.

1. Hano BbIOpaTh IpaBUIIbHBIN TTOYTOBBIN CepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP OeCIIIaTHBIX
MOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIE JOBEPSITh TEM, KOT'O 3HACIIb U KTO MEPBHIN B PEUTHHTE;

2. He yka3piBaii B TMYHOHN NOYTE JTMYHYIO HH(popMaruio. Hapumep, myuiie BeIOpaTh
«MY3BIKUIbHBIN (aHaT@» uiu «pok2013» BMecTo «remal3»;

3. Hcnonp3yil IByX3TAMHYIO aBTOPU3AIMIO. DTO KOI'/1a IOMUMO HapoJisi HY>KHO BBOJUTH KO,
npucbuIaeMblii mo SMS;

4. BpiOepu CIOXKHBIN mapoiib. JJist KaKJI0T0 MOYTOBOTO SIMIUKA JTOJKEH OBITh CBON HAIC)KHBIM,
YCTOMYUBBIN K B3JIOMY MapoOJib;

5. Ecnu ecTh BO3MOXXHOCTh HAaMMCaTh CAMOMY CBOI JIMUHBIN BOIIPOC, UCTIOIB3YH 3TY BO3MOXKHOCTH;
6. Mcmonp3yii HECKOIBKO MOYTOBBIX SUIMKOB. [1epBbIil )15 YaCTHON MEPEeNnucKH C aJpecaTaMu,
KOTOPBIM Thl 10BEpsAElIb. DTO JIEKTPOHHBIA aJpec HE HAJ0 HCIOIb30BaTh IPU PETUCTPALIUH HA
dbopymax u caiiTax;

7. He otkpsiBaii (haiinbl U gpyrue BIOXKEHHUsS B MUCbMaX JakKe €CJIM OHU MPUILITU OT TBOUX JApy3ei.
Jlydiie yrouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (HaJIbl,

8. Ilocne okoHYaHMs pabOTHI HA TOYTOBOM CEPBUCE MEPE] 3aKPHITHEM BKIIAJKU C CATOM HE

3a0yp HaXKaTh Ha «BBIATIY.
Kubepoynnune unu eupmyanvHnoe uzoeeamenbcmeo

KubepOynnuHr — npecienoBaHue COOOIICHUIMH, COJIEPKAIUMU OCKOPOICHH S, arpECCHIO,
3alyrUBaHne; XyJIUTaHCTBO; CONMAIBEHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3INYHBIX HHTEPHET-CEPBUCOB.
OcHnognbie cogemvl no Oopvoe ¢ KUbepOYIIUHEOM:

1. He Opocaiics B 60ii. JIydmuii cnoco6: mocoBeToBaThCsl Kak ce0sl BECTH U, €CIIU HET TOro, K KOMY
MOXHO 00paTUThCS, TO BHaYajle yCOKOUThCsA. Eciu Thl HauHenb» oTBeYaTh OCKOPOJIECHUAMHU Ha
OCKOPOJIEHH S, TO TOJBKO €111l 00JIbIIE Pa30AOKeNb KOH(IUKT;

2. Ymupasisii cBoeil kubeppemnyraiueii;

3. AHOHMMHOCTH B ceTH MHUMas. CyIecTBYIOT CIIOCOOBI BBISICHUT, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He ctouT BecTu XyJIuraHckuii o0pa3 BUpTyajabHOU KU3HU. HTEepHET pUKCHpyeT Bce TBOU JeMCTBUS
U COXpaHsET UX. Y NAINTh UX OyAeT KpalHe 3aTPyAHUTEIHHO;

5. Cobimofaii cBOI BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. WrHopupyit equHnuHbIi HeratuB. OJTHOPA30BbIE OCKOPOUTENbHBIE COOOLIEHUS JIyUlle
urHOpUpoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4YalIbHOM CTa/Iny;

7. bain arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOILIEHUSIMU, B COLTUAIIBHBIX CETSAX €CTh
BO3MOYXHOCTb OJIOKHPOBKHU OTIPABKU COOOIIECHUHN C ONpEAEICHHBIX aPEecoB;

8. Ecnu Tbl cBuaerens kubepOynnuHra. TBou AeHCTBUSA: BBICTYNUTh NPOTHB

npeciacaoBareiia, IoKazaTb €My, UYTO €TI0 I[GI\/'ICTBI/IH OOCHUBAIOTCA HCTaTUBHO, MOJACPKATH



XKEpPTBY, KOTOPOH HY>KHA ICUXOJOTUYECKas TOMOIIlb, COOOIIUTH B3pPOCIBIM O (haKTe arpecCUBHOTO

MIOBE/ICHUS B CETH.
Moounwvnwtit menegon

CoBpeMeHHBIE cMapTPOHBI U TIJIAHIIETHI COAEPKAT B ce0e BIIOJTHE B3POCIbIN (DYHKIIMOHAI, H
Terepb OHU MOTYT KOHKYpHUPOBATh CO CTallMOHApPHBIMU KommbioTepaMmu. OIHAKO, CPENICTB 3allIUTHI
U1 TOJOOHBIX YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B HUX IPOUCXOIUT HE
TaK MHTECHCUBHO, Kak s [1K, To ke camoe kacaeTcst U MOOWIILHBIX TIPUIIOKEHUI.

CoBpemeHHBIE MOOMIIbHBIE Opay3epbl YK€ NMPaKTUYECKH JOTHAIM HACTOJIbHBIC aHAIOTH, OJHAKO
pacirpenue (pyHKIHOHAaIa BieUeT 3a CO00M OOJBIIYIO CI0KHOCTD U MEHBIIYIO 3alUICHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BHITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTUUECKUE YSI3BUMOCTH IS
CBOMX YCTPOMCTB.

OcnosHble cosemul 0151 6€30NACHOCU MOOUTbHO20 MelehoHa:

1. Huyero He sBIsSIETCS O-HACTOSIIEMY OecIIaTHBIM. byab ocTopokeH, BeJb Koraa Tede
npeanaraloT OecIuIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-TO IIATHBIEC YCIYTH;

2. Jlymaii, mpexxne yem oTnpaButb SMS, ¢oto nim Buaeo. Tel TOUYHO 3HACIIB, I/1€ OHU OYAYT B
KOHEYHOM HUTOre?

3. Heo0Oxoammo 0OHOBIISATE ONEPALIMOHHYIO CUCTEMY TBOETro cMapTdoOHa;

4. Vcnonb3yil aHTUBUPYCHBIE POTPAaMMBI JUIsI MOOMIIBHBIX TEJIE(OHOB;

5. He 3arpy»ail mpuaoxKeHus: OT HEU3BECTHOTO UCTOUYHHUKA, BE/Ib OHU MOTYT COJIEp’KaTh BPEIOHOCHOE
POTpaMMHOE 00ecTIeueHNE;

6. Ilocie Toro Kak THI BBIHICIIB C CaliTa, I/1€ BBOAMII JIMYHYIO HHPOPMAIIHIO, 3aliI B HACTPOHKH
Opaysepa u yaanu Cookies;

7. Tlepuoauuecku MpoBepsi Kakue IIaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBOif HOMep MOOMIILHOTO Tele(OHA TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIH U KOMY
TOBEpsIeIIb;

9. Bluetooth momxeH OBITH BBIKIIIOYEH, KOTIa Thl KM HE NOJIb3yenbcs. He 3a0bIBaii MHOTIa IPOBEPATH

3TO.
Online uzpwt

CoBpeMeHHbIE OHJIAMH-UIPBI - 3TO KPAaCOYHbIE, 3aXBATHIBAIOLINE Pa3BIICUCHUS, OObEIUHSIIONINE
COTHHM THICSY YEJIOBEK 10 BceMy MHpY. VIrpoku ucciaenyroT JaHHBIH UM MHp, OOIIAIOTCS JAPYT C IPYroMm,
BBITNIOJHSAIOT 33JaHUS, CPAXKArOTCS ¢ MOHCTPAMM U MOJYYarOT ONBIT. 3a YAOBOJIBCTBUE OHM IUIATAT:
MOKYTAIOT AUCK, OTNIAYMBAIOT Aa0OHEMEHT UJIM MPHUOOPETAIOT KaKUe-TO OIIIHH.

Bce »Tu cpeacTBa uayT Ha NOAAEpKaHUE U Pa3BUTHE UIPHI, a TAK)KE HA caMy 0€30I1aCHOCTh:
COBEPIICHCTBYIOTCS] CHCTEMbI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIEC MAaTUU (LU(POBBIEC 3aIUIATKH IS

IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTHU CEPBEPOB.



B nogo0HBIX Urpax CTOUT OnacaThCsl HE CTOJIBKO CBOUX CONEPHHUKOB, CKOJIBKO KPa)kh TBOETO
1apoJsi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMK OOJIBIIMHCTBA UIP.
OcHogHule cosembl o 6€30NACHOCMU MB0E20 USPOBO20 AKKAYHMA.
1. Ecnm npyroii urpok BeAeT cedst II0X0 WK CO34aeT TeOe HEMPUSITHOCTH, 3a0JIOKUPYH €ro B CIIHUCKe
UTPOKOB;
2. Tloxanyiics aIMHUHHUCTpATOpaM MIPHI Ha IIJIOXOE€ IIOBEAEHUE H3TOTO UIPOKA, XKEIATeJIbHO
IIPUJIOKUTh KaKue-TO JI0Ka3aTeNIbCTBA B BUIE CKPUHOB;
3. He yka3bIBaii nnunyto nH(GoOpMaIuo B mpodaiiie urpsl;
4. YBaxail Ipyrux y4acTHHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuLMaNbHbIE TATYU U MOJIBI;
6. Mcrnomnp3yii CIIOKHBIE U Pa3HbIE TAPOJIH;
7. Jlaxxe BO BpeMsl UT'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Toka Thl Urpaemib, TBOH KOMIBIOTED

MOTYT 3apa3uThb.
QDuuunz unu Kpasica iud4HblX OaHHBIX

OOBIYHOM Kpakel JCHET W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAHBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJIEHHUKH EPEMECTHIINCh B UHTEPHET, U MPOJOIKAIOT 3aHUMAThCA
«TFOOUMBIMY JICJIOM.

Tak mosBUIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIIMHT, TJIaBHas 1eJIb KOTOPOTo
COCTOUT B MOJYYEHHU KOH(UIEHLIMANbHBIX JAHHBIX NOJb30BaTeNell — JIOTMHOB M mapoieil. Ha
aHrnuiickoM si3bike phishing unraercs kak ¢pumunr (ot fishing — peiOHas oBIs, PasSWord — maposb).
OcHOBHbIE COBETHI IO OOpHOE C PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI mo103peBaeliib, 4To TBOSI aHKeTa Obljla B3JIOMaHa, TO
HE00X01MMO 3a0JIOKUPOBATh €€ U COOOLUTHh aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
CKOpee;

2. Ucnons3yii Oe3omacHbie BeO-caifThl, B TOM  YHCIJIE, HHTEPHET-Mara3suHOB ¥ MOMCKOBBIX
CHUCTEM,;

3. Hcnonp3yii cnokHble U pa3Hble Tapoiu. TakuMm o0pa3om, eciu Tedst B3JIOMAIOT, TO
3JI0YMBILUIEHHUKY TOJy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(UIIIO B CETH, a HE KO BCEM;

4. Ecau te6s B3IOMaau, TO HEOOXOAUMO NPEAYNPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOpbIE
no6aBieHbl y T€0s B IpY3bsIX, O TOM, YTO Te€Os B3JIOMAJU U, BO3MOXHO, OT TBOETO UMEHHU OyJ1eT
pacchlIaThCs CllaM M CChUIKHM Ha (PUITMHTOBBIE CaMTHI;

5. VcranoBu HanexHbii maposib (PEN) Ha MoOUIbHBIH TenedoH;

6. OTkIrOuM coXpaHEHHE apoJIs B Opay3epe;

7. He oTkpbIBaii (ailsibl ¥ 1pyrue BIOKEHUS B MUChMaX J1a)Ke €CIIM OHH MPUIIUIA OT TBOUX JPY3eH.

Jlydiie yTo4HU Y HUX, OTIIPABIISUIN JIX OHH TeOe 3T (paiiiibl.



Hugposaa penymayus

I[MudpoBas penmyrauus - 3TO HEraTMBHAs MM IO3UTHBHAasg uHpopMauus B ceTu o Tede.
Kommnpomerupyromiast nHbopMarys pasMelieHHas B MHTEPHETE MOXKET CEphe3HBIM 00pa3oM OTpPa3UThCs
Ha TBOeH peanbHOM xu3HU. «LludpoBas pemyrauus» - 3TO TBOH MMHUIK, KOTOPBIA (hopMHpyeTcs U3
nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTO XHTEnbCTBA, y4ueObl, TBOE€ (MHAHCOBOE IOJOXKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJTU3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noApOCTKH JIETKOMBICIIEHHO OTHOCSTCS K IyOJIMKAIMK JIMIHON nHpopmanuu B UHTEepHETE,
HE IOHMMasi BO3MOJKHBIX IOCIEACTBUH. Thl Jake HE CMOXeEUIb J0ragarbcsi O TOM, 4To (oTorpadus,
pa3MelleHHas 5 JeT Ha3aj, cTaja MIPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienne TBOUX Gororpaduid u Ipyrue ASHCTBUS MOTYT HE UCUE3HYTH Jaxe
II0CJI€ TOTO, KaK Thl UX YJaJullb. Thl HE 3HACIIb, KTO COXpaHUJI ATy HH(OpMAIHIO, IToTaia JI1 OHA B
IIOUCKOBBIE CUCTEMbI U COXPAHMIIACh JIM OHA, a [NIABHOE: YTO MOAYMAIOT O Te0e OKpY’KaroLlee JII0IH,
KOTOpbIE HAMIyT M yBUIAT 3T0, HaliTh mHpOpMaIo MHOTO JIET CITyCTS CMOXKET JIF0OOH - Kak U3
TOOPBIX MTOOYKICHHIA, TAK U C HAMEPEHUEM NPHUYHHUTH BPEl. ITO MOXKET OBITh KTO YTOJTHO.

OcHosHvie cogemul no 3awume yughposot penymayuu:

1. IToaymaii, mpexJie 4eM 4To-To MyOJIMKOBATh U MepeaaBaTh y ce0s B 010re Wi B COLUAIBHON
CETH;

2. B Hacrpoiikax npo¢uiis yCTaHOBU OIpaHUYEHHsI Ha TPOCMOTP TBOETO MPOQUIIS U €r0 COJEPHKUMOTO,
CZeJIall €ro TOJIBKO U1 APYy3en»;

3. He pa3memnaii 1 He yka3biBai HH(OPMAITUIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOJISTH UM OOMIKATh.
Aemopckoe npago

CoBpeMeHHbIE HIKOJBHUKHM - aKTUBHBIE MOJIb30BaTeIN IU(POBOTro mpocTtpaHcTBa. OmHAKO
JlaJIeK0 HE BCE 3HAIOT, YTO II0JIb30BAaHME MHOTMMHU BO3MOXKHOCTSMHU IIM(PPOBOro Mupa TpeOyer
COOJIFO/ICHMSI ITPAaB HA UHTEIJIEKTYalbHYI0 COOCTBEHHOCTb.

TepmuH «uHTEINEKTYyalIbHAasE COOCTBEHHOCTbY» OTHOCHTCS K PAa3IMYHBIM TBOPEHHSIM YeJIOBEYECKOTO
yMa, HAYMHasl ¢ HOBBIX M300pETEeHUil U 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTh Ha MPOJYKTHI M YCIYTH ,
U 3aKaH4YMBas KHUTamH, poTorpadusimMu, KWHOGUIBMAMH U My3bIKaJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEACHUS HAYKHU,
JUTEpaTypbl W HCKycCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KAuyeCTBE TapaHTUU TOrO, UTO
MHTEJJICKTYaJIbHbIM/TBOPUECKUI TPy aBTOpa He OylIeT HampacHbIM, JacT €My CIIpaBeIJIHBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETr0 Tpyna, NOJYyYUTh MU3BECTHOCTh M Mpu3HaHue. Hukro
0e3 paspelleHusi aBTopa HE MOXKET BOCHPOM3BOJUTH €ro MPOU3BEICHUE, PACIPOCTPaHATh, MyOIUYHO
JI€MOHCTPUPOBATh, MpOJaBaTh, HMIIOPTUPOBATh, MyCKaTb B MPOKAT, MYOJUYHO HCIIOIHSITS,

MOKa3bIBATH/UCTIONHATH B 3(hupe UK pa3Meriats B IHTepHeTe.



Hcnonb3oBanue «IHpaTCKOro» MporpaMMHOIO OOECTIEYeHUsI MOKET MPUBECTH K MHOTMM pPHUCKaM:
OT MOTEPU JaHHBIX K TBOMM aKKayHTaM /0 OJIOKMPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAaHOBJIECHHBIN He
neraiibHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET JErajibHbIe M OCCIIaTHBIC
MIPOrPaMMBbI, KOTOPbIE MOYKHO HAalTH B CETH.
O nopmane

CereBrU4OK.p( - TBOM INIaBHBIM COBETUYUK B CETU. 3[1€Ch Thl MOXKEIIIb Y3HATh O 0€30MaCHOCTH B
CETH TIOHSITHBIM U JOCTYIHBIM S3BIKOM, a TIPU BOSHUKHOBEHUU KPUTUYECKON CUTYyaIluu 0OpaTUTHCS

32 COBETOM. A TaKXe MPHUHATh y9acTHEe B KOHKYPCaxX U CTaTh CAMbIM HU(POBBIM rPpaKIaHUHOM !



